Abstract
Introduction
Digital rights management (DRM) started to emerge as a field on its own in the middle of 1990s when the internet began to commercialize. Generally, the DRM refers to a system for protecting the copyrights of content circulated via the internet or other digital media by enabling secure distribution and/or disabling illegal distribution of the content. Additionally, it is important to note that the DRM is the "digital management of rights" and not the "management of digital rights". Therefore, the DRM manages all rights, not only the rights applicable to permissions over digital content. [1] During the last decade, the development of the DRM has lead to two different kinds of solutions, now defined as generations. In name, the first generation of the DRM focused on persistent protection of the digital content. This refers to a technology for protecting files via encryption and allowing access to them only after the entity desiring access, which could be a user or a device, has had its identity authenticated and its rights to that specific type of access verified. The second generation of the DRM covers the description, identification, trading, and protection, monitoring and tracking of all forms of rights usage over both tangible and intangible assets, including management of the rights holder's relationships. [1] The role of the DRM should not only be seen as a technology against piracy. [2] In addition, the DRM can also contribute to the business affairs in other ways. For example, better security felt by the content providers will evidently boost the quality of digital commercial content and create more revenue through more satisfied customers.
Most of the DRM solutions so far have not been interoperable because the field of DRM lacks standardization. [2] Nevertheless, the majority of the pioneering solutions are variations on a common theme now called DRM reference architecture. [3] The DRM reference architecture consists of three major components: the content server, the license server, and the client. The developed mobile DRM Platform follows this reference architecture. Open Mobile Alliance (OMA) has developed two open standards for mobile DRM, of which the first version is widely used in current mobile phones.
[4] The second version supports richer business models, such as stateful rights, and the ability to copy content to other devices that a person owns, including backup storage. MPEG-21 framework of standards is a competitive approach towards secure digital content distribution. The work aims to enable transparent and augmented use of multimedia resources across a wide range of networks and devices, specifically taking into account intellectual property management and protection and the heterogeneity of the access and delivery infrastructure. [5] When comparing MPEG-21 to OMA DRM, it can be seen that the former is much broader in the scope, but is not so well adopted by market as OMA DRM.
The developed DRM Platform provides the mobile devices license negotiation logic that is lacking, e.g., in the OMA DRM. It is needed to help the user to get the best matching license for his/her current needs. Additionally, the platform supports novel strong content protection methods, utilizing digital watermarking, and distribution methods, including content superdistribution using mobile peer-to-peer networking not found in OMA DRM.
The architecture of the DRM Platform developed is presented in Section 2. In Section 3, we describe how the licenses are requested from license servers. Section 4 presents the contents superdistribution and protection methods used, and describes a typical use case of the system. Section 5 summaries the discussion.
System architecture
The mobile DRM Platform has been developed to research, test, and demonstrate different DRM techniques, for example, content distribution and protection, with mobile devices. The system uses a client-server architecture illustrated in Figure 1 . The client application runs in Series 60 platform smart phones using Symbian operating system. The servers have been implemented with Java and they run on a PC. 
DRM player
The heart of the DRM Player is the DRM Agent. The agent's task is to manage the different protection methods implemented for the player. When the user tries to play the protected content, the agent checks whether the user has a valid license required. If the user does not have a license, the agent uses the license negotiation system to get one.
Licenses are XML files that describe what the user is allowed to do with the content under certain restrictions. The licenses are encrypted and signed, using public-key encryption methods by the license server to prevent the user from tampering them. The licenses can restrict, e.g., how many times the user is allowed to play the content or the validity period of the license. The licenses also include the decryption and watermarking keys needed to play the content.
The content can be distributed into the player using multiple methods, such as, downloading media directly from a content server or web, superdistributed using Bluetooth or peer-to-peer networking. The content can be protected with different methods, e.g., encryption and watermarking.
Content and license servers
The server side comprises of two parts. The first part is used to prepare the content for distribution. The content is protected by encrypting and watermarking the media. The encryption and watermarking are complementary methods. With the encryption the content is protected during the distribution. When the user wants to play the content, it must be decrypted. The watermark, however, remains in the content after the decryption and the conforming players refuse to play the watermarked content without a license.
The content server provides a list of available content to the DRM Player and the player can download new content directly from the content server using an internet connection. The new content is added to the server using a web based tool. With the content provider's tool it is possible to protect multiple content files, with selected protection methods, at the same time. The tool can also be used to define the rights and restrictions of the licenses that are provided to the users.
The second part of content server handles the license management and it is described in the next section.
License Negotiation
The most of the existing DRM solutions have been designed according to the immediate concern of the media companies, whose interests are mainly on piracy prevention. This trend has led to restrictive and awkward solutions that do not support the users' reasonable usage expectations. In most cases, the provided use rights have been rather limited and no option for negotiation has been offered.
The license negotiation system (LNS) developed was built as an extension to the DRM Platform. It strives to fill the gap between the media companies and the common users, and to offer both flexible and personalized licensing services. The content providers are equipped with the possibility to easily use versioning and set particular prices for the different levels of the usage rights applied for the same content. The prototype implementation was equipped with a negotiation logic whose purpose is to provide the users with the best possible licenses matching their individual needs. The LNS, however, provides only one possible approach to improve the flexibility and user-friendliness of the mobile DRM.
The LSN relies on the client-server architecture as illustrated in Figure 2 . The client application, running on Series 60 mobile devices, enables the users to create request profiles which contain the information related to the desired license characteristics. It depends on the DRM solution, however, what kind of use rights can be attached to the license. Since the DRM Platform provides good extension capabilities for creating new use rights, it was a natural choice to couple with the LSN for demonstrative purposes. The user created request profiles are divided into two categories which are standard (SRP) and temporary request profiles (TRP). Every user of the system controls a single SRP that should contain the most frequently desired license characteristics. The SRP can be anytime and easily modified, since it is stored locally on the mobile device. The TRPs and shortcuts can be used in the license negotiation if the SRP does not fulfill the current needs. The TRPs can be quickly modified from a SRP without changing its contents. Shortcuts, in turn, are predefined options such as 'the most favored content provider', offering fast ways to negotiate a license. The application also records the user behavior in order to be capable of offering the mentioned shortcuts.
The server application contains the logic needed in the license negotiation process. It also keeps a catalogue of the available content providers and relays the received request profiles to them. In this prototype implementation, the content providers were simulated inside the server application. Once the server application has obtained a request profile from the client application through a TCP socket interface, the profile is forwarded, as mentioned, to every content provider available in the catalogue. Content providers are equipped with a negotiation logic that is used to find the best matching license from their license databases. To offer a good match for users' requests, content providers are required to offer multiple service classes (i.e. separate licenses) for the same content. Naturally, users can be granted all the rights he/she wishes, but this may not be supported by every content provider. In the prototype implementation, content providers' license databases were constructed using XML.
Once the server application has collected responses (called offer profiles) from different content providers, they are delivered to the user for further evaluation. However, only offer profiles received within a determined time interval are accepted and forwarded to the user. Moreover, the number of delivered offer profiles n should be adjusted by the server application according to the user preferences and for example available network bandwidth to avoid a flood of responses or huge transfer delays. The first n offers are sent to the user, if the user does not find any suitable offers from these, the user can request more offer profiles from the server. This way the LSN also provides possibilities to race the content providers in a simple competitive bidding manner. The user makes a decision whether he/she accepts the mostly matching offer or rejects them all.
If the user decides to buy a license, the server generates the license file, signs and encrypts it using public-key encryption methods before forwarding it to the DRM Player. The license file consists of the identifier of the content in question, the use rights and restrictions over the content, the protection keys needed to access the content, and the identifier of the owner of the license.
The prototype implementation of the LNS provides users with several negotiation parameters, the most of which are OMA DRM compatible. The idea, however, is to enhance the DRM Platform to support arbitrary use rights as well. Table 1 collects the negotiation parameters which form the base for personalized licensing services. These parameters are defined in the SRP and TRPs and some of them might be defined as "don't care". The content providers match the available licenses with the negotiation parameters and respond with offer that match best with the request in their opinion. The exact method of matching the licenses is defined by the content provider and they could even make a special offer that is very different of what user was requesting in hope that the user find it better than what she was requesting. 
Supported features

Superdistribution
Without the superdistribution of the mobile content, the need for personalized licensing services is low. Emerging mobile peer-to-peer networking provides an ideal environment for content superdistribution by offering easy ways to share, search and download content using mobile devices. Since the users are not able to play the protected content without a valid license, the users are free to distribute the content files to other users. In order to enhance the attractiveness of the superdistribution, various incentive models can be utilized to increase user's willingness to share his/her content. There already exits several models [6] [7] , which reward users e.g. with certain credits or other bonuses. In the case of commercial content, the content or/and network providers might participate and offer active distributors advantages compared to money such as special offers and price reductions.
[8] describes a mobile peer-to-peer solution that lies on an intelligent middleware called Plug-and-Play Application Platform (PnPAP). PnPAP hides the complexity of underlying peer-to-peer protocols and network connectivities, providing a common and an easy-to-use application programmer's interface. Consequently, the application development becomes much easier and faster, since the developers can entirely focus on the application side. A prototype implementation of Mobile File Sharing Application (MFSA) that is running on PnPAP, has been implemented. The PnPAP supports protocols such as SIP, JXTA and DC++ over GPRS and WLAN network connectivities. MFSA can also exploit peer group functionalities if the protocol beneath supports them. This feature creates a need for group and domain licenses. The overall execution environment is illustrated in Figure 3 .
The DRM Player also supports superdistribution using the Bluetooth connection. The user can use the Bluetooth to send the content to other users. If the receiving user does not have the DRM Player already installed in his/her mobile, it is also possible to send the DRM Player over Bluetooth. This eases the content superdistribution, as the user does not need to download the required player software from the server and does not need to pay for the data transfer.
Audio content can be distributed by embedding a link into the audio content with digital watermarking, for example, before playing it in a radio. [9] The user can record the audio with the smart phone and the DRM Player can extract the watermarked link from the recording and use it to download the content from the server.
Protection techniques
The DRM Player has been used to test many new protection methods developed in the research project. Besides using conventional encryption algorithms to protect the content, digital watermarks can be used as a protection. The DRM Player checks if the content has a watermark embedded that marks the content as protected. If one is found, the player refuses to play the content without a license. The watermarks can also be used to scramble the audio content. [10] This method provides lightweight encryption combined with watermarking.
The DRM Player supports two different methods to count how many times the user has played the content. The first method utilizes hash chains [11] and the second embeds the counter value in the watermark [10] .
Typical use case
The following section describes the overall scenario of the content superdistribution and licensing in the mobile peer-to-peer environment through an illustrative use case. Two friends, Alice and Bob, have both Series 60 mobile phones that are mobile peer-topeer capable. The use case begins when Alice has downloaded an interesting piece of music, e.g. advertised in a radio with watermarked link embedded.
Alice opens the music file received from the content provider linked in an advertisement. The music file is DRM protected and therefore it is automatically opened and managed by a copyright respecting DRM Player. The use rights attached to the music file allow Alice to listen to it once, but after the preview Alice is asked whether she wants to buy a new license.
Alice was very fond of the music file and wants to renew her license. Next, the LNS is opened and Alice is asked to decide what kind of license she would like to have. Alice determines that first she only wants to buy a license that offers a use period of one week, which is defined in her SRP, since Alice knows that she can easily renew her license later on. After license negotiation, Alice is shown the available license offers. One matches Alice's request completely and since the price seems to be reasonable Alice decides to accept that offer. Next, the license is downloaded and set active.
Alice's friend Bob is also fond of good music and based on that knowledge Alice shares the new music file and sends a notification message to Bob using the MFSA. Since the new license is only valid on Alice's mobile device, only the DRM protected music file is shared. Bob receives the notification message and immediately browses Alice's shared files and starts downloading the newcomer. After the transmission, Bob opens the music file and after listening to the preview he finds out that he really loves the song. Bob normally wants to buy songs for limited time periods just like Alice, but this time he wants to get it permanently. He decides to buy the whole album that contains the song and sets the TRP parameters to request permanent listening right offers for the album. After that he goes through the same procedures as Alice did earlier.
Summary
This paper presented a mobile DRM Platform that provides a complete system to develop, test and demonstrate new DRM methods to the mobile devices. The DRM Platform provides ways to create, protect and distribute digital content and licenses needed to consume the content. The DRM Player running in a smart phone is used to play the content to the user, while enforcing the restrictions placed by the licenses. The DRM Player also interacts with the license negotiation system to acquire licenses for the user. On the server side, the content is prepared by protecting it with encryption and watermarking methods using web based tool. The licenses are created and managed with license servers from which the LNS request the licenses. The LNS provides flexible way for the users to request licenses for the protected content so that the user's requirements are satisfied.
The platform has been used to test many novel DRM methods, such as, counters used to restrict the number of times the user is allowed to play the content, watermark based audio scrambling method, and analog audio linking with watermarked data. Additionally, the platform supports the content superdistribution with the mobile peer-to-peer networking and short range Bluetooth connections. The DRM Player application can also be shared over the Bluetooth.
